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Online Safety



This e-Safety Policy is part of a group of ICT security and Child Protection policies.  Please read in conjunction with the ICT security acceptable user policy, ICT security backup policy, ICT security password policy, child protection, anti-bullying and staff code of conduct. 
The school’s e-Safety officers are the Co-Headteachers.  The purpose of this and relevant ICT and acceptable use policies are to protect the integrity of the system and all of its users. Thomas Russell Infants will endeavour to provide a safe and secure environment for its users.  The school uses a Staffordshire-approved content filter to ensure that as far as possible, only appropriate content from the Internet finds its way into school. Whilst this filtering technology is robust and generally effective at blocking unsuitable material, it is still possible for unsuitable material to occasionally get past the filter. All pupils and staff have been issued with clear guidelines on what to do if this happens, and parents will be informed where necessary. 

All users who access school ICT systems will be expected to sign an Acceptable Use Policy before being provided with access to school systems.

E-Safety encompasses Internet technologies and electronic communications such as mobile phones and wireless technology. It highlights the need to educate children and young people about the benefits and risks of using new technology and provides safeguards and awareness for users to enable them to control their online experiences. The purpose of Internet use in school is to raise educational standards, to promote pupil achievement, to prepare the children for the world of work, to support the professional work of staff and to enhance the school’s management information and administration systems. Internet use is part of the statutory curriculum and a necessary tool for learning. It is an essential element in 21st century life for education, business and social interaction. Access to the Internet is therefore an entitlement for pupils who show a responsible and mature approach to its use. Our school has a duty to provide pupils with quality Internet access.
Pupils will use the Internet outside school and will need to learn how to evaluate Internet information and to take care of their own safety and security.




Teaching and Learning:
We think it is crucial to teach pupils how to use the Internet safely, both at school and at home:
· We use ‘ThinkUKnow – Hector’s World’ safety code to support our teaching in this area. The main aspects of this approach include: 
· How to have fun on a computer
· How to stay safe 
· Who to tell if they feel worried or scared by something they see
· Pupils will also be taught what Internet use is acceptable and what is not and given clear objectives for Internet use.  
· Internet access will be planned carefully to enrich and extend learning activities.  
· External companies are used to support our teaching and learning of safe use of the internet with the NSPCC delivering an assembly to the children and a workshop for parents.  
· If staff or pupils discover unsuitable sites, the URL (address), time, date and content must be reported to the school ICT Leader. 
· Staff will ensure that the use of Internet derived materials by staff and by pupils complies with copyright law. 
· Pupils will be taught to be critically aware of the materials they read and shown how to validate information before accepting its accuracy.

Information system security 
· The security of the school information systems will be reviewed regularly. 
· Virus protection will be installed and updated regularly. 
· School uses broadband with its firewall and filters. 

E-mail 
· Pupils may only use approved e-mail accounts on the school system. Children are not allowed access to personal e-mail accounts or chat rooms whilst in school. 
· Pupils must immediately tell a teacher if they receive an offensive e-mail. 
· Pupils must not reveal personal details of themselves or others in e-mail communication, or arrange to meet anyone without specific permission. 

Published content and the school web site 
· The contact details on the Web site should be the school address, e-mail and telephone number. Staff or pupil personal information will not be published. 
· The Co-Head Teachers will take overall editorial responsibility and ensure that content is accurate and appropriate. 
Publishing pupil’s images and work 
· Pupils’ full names will not be used anywhere on the website, particularly in association with photographs. 
· Parents are informed that we take photographic evidence of school life which may be used on the website. They are asked to sign and return a consent form. Any parents who do not provide permission are recorded and these children do not appear in photographs published on the website or in materials which may leave school. 

Social networking and personal publishing 
· We block/filter access to social networking sites and newsgroups unless a specific use is approved.
· Pupils are advised never to give out personal details of any kind which may identify them or their location.
· Pupils are advised not to place personal photos on any social network space.
· Parents are reminded that any photographs they take of events are for their own personal use and not to be used on social networks
Managing Filtering
As a school we work closely with Entrust and have Future Clouds installed on all school devices. Future Clouds detects potentially inappropriate content and conduct as soon as it appears on screen, is typed in by the user or is received by the user. A screen capture is taken of every incident detailing the time and date of capture. A weekly headline summary is produced from the system detailing captures of particular interest to alert the Co-Head Teachers and ICT Leader, who monitor the system. The school will work in partnership with the service provider to ensure filtering systems are as effective as possible. If staff or pupils discover unsuitable sites, the URL, time and date must be reported to the school E-Safety leader. 
Mobile Phones
· Mobile phones will not be used for personal use during lessons or formal school time. The sending of abusive or inappropriate text messages is forbidden.
· Any staff, parents, visitors entering the EYFS will need to hand their phones into the office to be locked away.
Protecting personal data 
GDPR will be followed with regards to using personal data. 

Signed
Chair of Governors .......................................................................... date .........................

Headteacher ..................................................................................... date ......................... 
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